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O HAMNPABJIEHUN NHPOPMALIUA

JlemapTaMeHT rocyapCcTBEHHOW MOJUTHUKH B cepe obmiero oopazoBanuss MuHoOpHAyKH
Poccuun HanpasieT 1uis cBeneHus pazpadoranasie Bpemennoit komuccueit Cosera deneparuu
[0 Pa3BUTUIO MH(OPMAIIMOHHOTO OOIIECTBA METOAMYECKHE PEKOMEHIAIMH O Pa3MELICHUU Ha
MH(OPMALIMOHHBIX CTEHJAaX, O(QUIHUANbHBIX HHTEPHET-CaiTaXx M APYruX HHGPOPMAIMOHHBIX
pecypcax 00111e00pa30BaTEIbHbIX OPraHU3ALUA U OPraHoOB, OCYLLECTBIISIIOLIMX YIPaBJICHUE B
cdepe obpazoBanus, uHGopManuu 0 6€30MacCHOM MOBEICHUHN U UCTIONIb30BaHuU ceTu "MHTepHeT".

Hupexrop /lenaprameHta
A.EIIETPOB

[Ipunoxxenne

METOOWYECKWE PEKOMEHOALIA
O PASMELUEHUN HA UTHO®OPMALUMOHHBIX CTEHAAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U OPYI'MX UHOOPMALIMOHHbLIX PECYPCAX
OBLLEOBPA3O0OBATEJIbHbIX OPFTAHU3ALIMA U OPIAHOB,
OCYLUECTBNAOLWNX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHOPOPMALIMXA O BE3OMNACHOM
NOBEOEHUU U UCINOJIb3OBAHUU CETU "MHTEPHET"

Okcnepramu U uneHamu Bpemennoilt komuccunm CoBera denepauuu 1o pa3BUTHIO
MH(POPMALIMOHHOTO OOIIECTBA B PAMKaxX BBIIOJHEHUSI PEKOMEHJAlMN MapIaMeHTCKUX CIyIIaHu|
"AKTyaJlbHbIE BOIPOCHI oOecredeHHsi Oe30MacCHOCTH W pa3BUTHUS JAeTeld B MH()OPMALMOHHOM
npoctpancTBe", koTopsle mpouun B CoBere @eaepaunu 17 anpenst 2017 ., 6butn pa3paboTaHbl
METOJMYECKHE PEKOMEHJAIMN O pa3MEeUIeHHMH Ha MH(QOPMAIMOHHBIX CTEHAaX, O(QHUIMAIBHBIX
UHTEpHEeT-caiiTax U Ipyrux HH(POPMAIIMOHHBIX pecypcax 001eo0pa3oBaTeIbHBIX OpraHu3alui U
OpraHOB, OCYIIECTBISIONMMX YIpaBieHHe B chepe oOpasoBaHus, nHPopMau o 6€30MacHOM
MOBEJICHUH U UCTIONb30BaHUU ceTu "VIHTepHeT" (fanee - MeToAnYecKre peKOMEH1alum ).

Metoauyeckiue peKOMEHJAllMd HallpaBJIeHbl Ha KAaueCTBEHHOE IOBBIIICHHE YPOBHSA
UHPOPMALIMOHHOM  JeATEeTBbHOCTH  00IIe00pa3oBaTeNbHbIX  OpPraHU3allMii W OpraHoB,
OCYIIECTBIISIONIUX YIIpaBiieHue B chepe oOpa3oBaHusl, B YaCTH UHPOPMUPOBAHUS YUALTUXCS, UX
poauTesnel (3aKOHHBIX MPECTaBUTENEH) U elarOrMYecKuX pabOTHUKOB 00 OCHOBHBIX acleKTax
MH(OPMaLMOHHON O€30M1aCHOCTH.

Mertoanyeckie peKOMEHAALUMU TO3BOJAT 00I1e00pa3oBaTeIbHBIM — OpraHU3alusiM |
OopraHaM, OCYIIECTBISIIOIIMM YIpaBieHHe B cdepe oOpa3oBaHMs, aKTyalU3UPOBATh YxkKe
UCTIOJIb3yeMble U pa3MellleHHble HHPOPMAaLlMOHHBIE MaTepHalIbl, TAK U MOJATOTOBUTH UX B CIIydae
UX OTCYTCTBUS C YUETOM JIYUIIHUX NMPAKTUK U PEKOMEHAIUI.

B pamkax MeToaMUYECKHUX PEKOMEHAALNN PACCMaTPUBAIOTCS CIIEAYIOINE NHCTPYMEHTBI:



1. na(OpMALIMOHHBIE CTCH/IBI,
2. opunmanbHble HHTEPHET-PECYPCHI;
3. cpeactBa maccoBod uH(pOpManuu (IIKOJIbHBIE Ta3eThl, MEJATOTMYECKUE H3IAHHS U

Apyrue).
UHdopmaumoHHble cTeHAbI

Ha nndopmannonusix creHaax B o01ieo0pa3oBaTeabHbIX OpraHU3aIUsaX, PACIOI0KEHHBIX
B (oiie yupekIeHUN 1 B KaOMHETax, OCHAIIEHHBIX MEPCOHATLHBIMHA YCTPOWCTBAMH JUIS BEIXO/A B
cetb "MHTepHeT", pekoMeHAyeTCs pa3MeCTUTh HHGOPMAIIMOHHBIC IaMSTKH, COJCpKaliue
OCHOBHBIE COBETHI IO 00eCTIeueHII0 NHPOPMAITMOHHON 0€301MaCHOCTH yUaIHXCSl.

B npunoxenun N 1 k MeToanuecKuM peKOMEHIALMAM MPEACTaBIeH 00pa3el] NaMsITKU JUIs
pa3MerteHust Ha UHHOPMAIMOHHBIX CTEHAX.

CpeactBa maccoBoun UMHcpopmaumm

B cpencrtBax MaccoBod  MH(pOpManuHM, OpPHUEHTUPOBAHHBIX Ha  OOy4arouuxcs,
PEKOMEHJIyeTcsT B TEYeHHE Y4YeOHOro Tofa pEeryiaspHO MyOIuKOBaTh HH(MOPMALUMOHHBIE
MaTepHalbl, MOCBAIICHHBIE OTACIbHBIM aCMEeKTaM HH()OPMAIMOHHOW 0€30MacHOCTH, a TaKXkKe
pa3iryHbIe MaMATKH OOIEro Xapakrepa.

B cpenctBax MaccoBoil MH(pOpPMAalnWH, OPHEHTUPOBAHHBIX HA MEJarOrHYECKYIO
OOIIECTBEHHOCTh, PEKOMEHAYETCS B TEUCHHE KAJCHJAPHOTO ToAa PErylsapHO MyOIMKOBATh
UH(POPMALIMOHHBIE MaTepUaibl, IOCBALUICHHBIE OTACIBHBIM acIeKTaM HH(OPMAIMOHHOK
0e30MacHOCTH KaK HECOBEPUICHHOJETHHUX, TaK U 0011e00pa30BaTeIbHBIX OPraHU3allHii, a TaKkKe
pa3nuyHble TaMATKH, 0030pbl HOPMATHUBHO-IIPABOBOTO PETYIUPOBAHHS JAaHHOW cdepbl H
UH(OPMALIMIO O AKTYAIbHBIX MEPOTIPUSATHUSIX U COOBITUSIX B JAHHOH cdepe.

B xone npoBenenust Enunoro ypoka nmo 6e3onacHoctu B cetu "MHTEepHET" pekoMeHayeTCs
o0ecreynTh BBITYCK TEMaTHMYECKOI'O BBIMYCKA CPEICTBa MaccoBOM MH(oOpManuu 1mubo cepuu
nyOnMKanuil, cpeid KOTOPbIX PacCCMOTPETh OPraHU30BAHHbBIE MEPOIIPUATHS ISl 00yJaroImuxcs,
UX poAMTeNel (3aKOHHBIX MPeICTaBUTENEH) U eAaroruueckoi 00IecTBEHHOCTH.

OdmumanbHblie UHTEpHeT-pecypcbl

OO6mreoOpa3oBaTeNbHBIM ~ OpPTraHU3alMsAM PEKOMEHIYeTCs Ha CBOUX O(UIIHMATBHBIX
WNHTepHeT-pecypcax o0ecneunThb (YHKIIMOHUPOBaHUE CaMOCTOSITEILHOI'O 51
crenuanu3upoBaHHoro pasnena "HMHdbopmanmonHas 6e30macHOCTh", B paMKax KOTOPOTO
MIPEAYCMOTPETh pa3MeENICHUE ClIeyIolel nHpopMaIuu:

N| Pasnmen/moapasnen dopmar Coneprxanne MaTepragoB
MIPEICTaBICHHUS
MaTepHaioB
1.JTokayibHbIC Komnuu Pa3menaroTcst KOMUU TIOKYMEHTOB, T.€.
HOPMATUBHBIC aKTHI B [TOKYMEHTOB B |[CKAHUPOBAHHBIA BApUAHT JJOKYMEHTA,
cepe obecrieueHUs dopmate *PDF  [cooTBeTcTBYIOIMIMIA TpeOOBAHUAM K
nH()OpMaITMOHHOM [MapaMeTpam CKaHupoBaHUs. PazmeniaroTcs
0€3011aCHOCTH TOKYMEHTBI, peTJIaMeHTUPYIOIIINE
00 yJaroIIHXCsI OpTaHHU3aIMI0 U padoOTy ¢ IEPCOHATLHBIMHU
ITAaHHBIMH, TUIAHBI MEPOTIPUSTHI IO
oOecrieueHr0 HHPOPMAIIMOHHOM
0€30MaCHOCTH 00YYAIOIIUXCS U APYTHE.




2 [HopmaTuBHOE Konuu [1yOMKyrOTCSl aKTyaaIbHBIC CBEACHUS O
[pEryJIupoBaHue ITOKyMEHTOB B |heZepabHBIX U PETHOHATBHBIX 3aKOHAX,
dopmare *PDF [muceMax opraHoB BJIacTH M IpyTUe
HOPMaTUBHO-TIPABOBBIC JJOKYMEHTHI,
[peraaMeHTHpyoIue odecrnedeHme
MH(pOPMAIIMOHHOMN 0€30MacHOCTH
HECOBEPIICHHONETHUX. [lomyckaeTcss BMECTO
KOTIMI pa3MeIIaTh TMIEePCChUTKN Ha
COOTBETCTBYIOILIME JOKYMEHTHI Ha caiiTax
OpPraHOB I'OCY/IapCTBEHHOM BJIACTH.

3.[[lemarormueckum Tekcr Ha Pa3zmernaroTcss MeTOMYECKHE PEKOMEH AN 1
[paboTHUKaM CTpaHHIIE caiiTa [yKa3bIBaeTCs MH(OPMAIIHS O MEPOIIPUATHSX,
Kornun MpOEKTaxX M MPOrpaMMax, HalpaBJICHHBIX Ha

[TOKyMEHTOB B [OBBINIICHHE WH()OPMAIIMOHHOMW IPaMOTHOCTH
dopmare *PDF  [negarormdeckux pabOTHHKOB.

4.(O0yuarommces TexcT Ha Pasmeraercss HHpOpMaMOHHAsA aMATKA
cTpaHuIe caiita |(mpuioxkenue N 2) U yKa3bIBaeTcs
MH(POPMALIUS O MEPOTIPUSTHAX,, TPOEKTAX U
porpaMMax, HarpaBJICHHBIX Ha MTOBHIIICHNE
MH(POPMALMOHHOW I'PaMOTHOCTH

00yUaroIUXCsl.
o.[Pogurensam (3akoHHbIM  [TekcT Ha Pasmemaercss HHpOpMaIMOHHAsA aMATKA
[PEICTABUTEISIM) cTpaHulle caiita ((mpwioxenue N 3).
00yJaronmxcs
6./lerckue OezonacHple  [TekcT Ha Pazmerniaercst nHGOpMAaIs O pEKOMEHTyEeMbIX
CalThI CTpaHHIlE caiiTa [K UCIOJIB30BAHUIO B YUeOHOM Ipoliecce

0e30MacHbIX caiiTax, 6aHHEpHI O€30MaCHBIX
TEeTCKUX CaliTOB.

Opranam, OCyIIECTBIIAIONINM yIipaBiieHue B chepe o0pa3oBaHMs, pEKOMEHIYETCsl Ha CBOMX
opunmansHeix HHTEpHET-pecypcax obOecneuuTh (YHKIHOHUPOBAHUE CAMOCTOSITEIBHOIO U
cnenuanusupoBaHHoro pasaena "HMHpopmanumonHas Oe3onmacHOCTh", B paMKax KOTOpPOTO
IpPeIyCMOTPETh pa3MelIeHne cleayromel nHpopmauu:

[Ipunoxenne N 1

MAMATKA ]
ONsi OBYYAIOLUMXCS OB UHOOPMALIMOHHOW BE3OMACHOCTU AETEW

HENb34

1. Bcem moapsim cooOmaTe CBOK 4YacTHYH HHGpOpManuio (HacTosue uMs, GhaMuiuio,
TesnedoH, agpec, HOMep MIKOJIbI, a TaKxke (GoTorpaguu CBOU, CBOEH CEMbU U Jpy3eil);

2. OTKpBIBaTh BIIOKEHHBIE (DaiIIbl AJIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIllb OTIIPaBUTEIS;

3. I'pyOuts, npuanpathcs, OKa3bIBaTh JaBJICHHUE - BECTH Ce0s1 HEBEXKIIMBO U arPECCUBHO;

4. He pacrniopspkaiicsi IeHbraMu TBOSH ceMbH 0€3 pa3peIieHus CTapIInX - BCera CripanimBan
poauTeNnent;



5. He Berpeualics ¢ THTEpHET-3HAaKOMBIMU B PEAJILHOM JKU3HU - IIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JOBEPSICIIb.

OCTOPOXHO

1. He Bce numryt npasay. Yuraens o cede Henpasay B UHTepHETE - o001 00 3TOM CBOUM
POJIUTENAM UM ONEKYHAM;

2. [Ipurnamarot nepenuchBaThCs, UTPaTh, 0OMEHNUBATHLCS - IPOBEPH, HET JIU MOABOXA;

3. He3akonHoe xonupoBaHue ¢aiiaoB B IHTEpHETE - BOPOBCTBO;

4. Beerma pacckasbpiBail B3pOCIbIM O MPOOIeMax B CETH - OHH BCETa IIOMOTYT;

5. Hcnonp3yit HacTpoilku 0O€30macHOCTM W MPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOU
AKKayHTBI B COLICETSX U IPYTHX MOpTajax.

MOXHO

1. YBaxaii Ipyrux mnojib30BaTeseu;

2. [lonb3yeubcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmwAaTbCs 3a MOMOMIBIO B3POCIBIM - POAWUTENH, ONEKYHBl M aJMHHHUCTPAILUS CAWTOB
BCErJa OMOr'yT;

5. [potian oOy4yenue Ha caiite "CeTeBUYOK" U TOTY4YH MacopT U(POBOTO TpaxkaaHuHa!

[Ipunoxenue N 2

NMHOOPMALMOHHASA NMAMATKA
And obYYAIOLWKUXCA And PASMELLEHUA
HA O®OULUUNAJIbHBIX MUHTEPHET-PECYPCAX

C KaXXIbIM T'OJAO0M MOJIOJACKN B MHTCPHETC CTAHOBUTBLCA 6OHBHIG, a IIKOJBbHUKHW OJHH H3
caMbIX AaKTHBHBIX THOJjb3oBarenell PyHera. Mexay TeM, NMOMHUMO OIpPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, HUHTEpHET HeceT U MpoOjemMbl. DTa mamsATKa JI0JDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KoMIbproTepHslil BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrPAMM, OTIUYHUTEIBHON
OCOOEHHOCTBIO KOTOpOHl SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXEHHIO. B JomonHeHune Kk 3ToMmy,
BUPYCHI MOT'YT ITOBPEAMTDH WJIM TOJTHOCTbIO YHUUYTOXUTh BCe (PaliiIbl M JaHHbIE, TOJKOHTPOJIbHbIE
M0JIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3ayllieHa 3apa)keHHas IporpaMma, a Takke MoBpPeIuTh
WIN J1a)Ke YHUYTOXXKUThH ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbImMHCTBE
CIIy4aeB pacHpOCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/b1 3a1IUTEl OT BPEJOHOCHBIX MPOTpamMM:

1. Mcnonb3yil COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, MMEIOIIUE CEPHE3HBI YPOBEHB
3alUTHl OT BPEJOHOCHBIX MPOTpamm;

2. TlocrostHHO ycTaHaBiMBail mautu (UM(POBBIE 3aMJaTKH, KOTOpPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEIIBIO TOPAOOTKH MPOrpaMMBbl) U IpyTrie OOHOBJIEHUS CBOCH OnepanroHHOM
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanpHoro cairta paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOYH €T0;



3. Pabotaii Ha cBOeM KOMIIBIOTEPE I0J1 IIPaBaMH I0JIb30BATENs, a HE a]MUHUCTpATOpa. ITO
HE MI03BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX IPOrPaMM HHCTANIUPOBAThCSA Ha TBOEM I1EPCOHAIBHOM
KOMITBIOTEPE;

4. Vlcrionb3yil aHTUBHUPYCHbIE IPOrPaMMHBIE MPOAYKTHI W3BECTHBIX IPOM3BOIUTENECH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanunub (pU3HYECKUHA AOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIMLL;

6. Vcnonp3yii BHEIIHWE HOCUTENNM MH(POpPMAILUH, TaKhe Kak (hjemka, JUCK Wi ¢aiin u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHHUKOB;

7. He oTKpbIBaili KOMIIbIOTEpHBIE (PAiIbI, MTOTyYEHHBIC U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (paiiibl, KOTOpPBIE IPUCIIAN TBOM 3HaKOMBIN. JIydile yTOUHM y Hero, OTIpaBJIsii U OH Te0e uX.

Cetn WI-FI

Wi-Fi - 510 He BUI Hiepeiauu TaHHBIX, HE TEXHOJIOTHS, @ BCETO JHIbL OpeH, Mapka. Erie B
1991 rony Hunepnanjackas kommnaHusi 3apeructpuposana Opena "WECA", uyro o0o3Havaino
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBouTcs kak "0ecripoBOAHAsI TOYHOCTD .

Jlo Hamiero BpeMEHHM Jomuia Jpyras a0OpeBHarypa, KOTOpas SIBISETCS TaKOW Ke
TexHojorueit. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTaHAApT
BhICHICH 3ByKOBOW TexHUKH Hi-Fi, uTo B mepeBone o3HavyaeT "BbICOKasi TOYHOCTH'.

Jla, GecrmaTHBIA MHTEPHET-IOCTYH B Kade, OTENsAX U a’pomnopTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXOJ[a B MHTEpHET. HO MHOTHE 3KCIIEpThI CYUTAIOT, U4TO 00enocTynHbie Wi-Fi
CETH HE SBIISIOTCA O€30MaCHBIMHU.

CoBeTbl 110 O€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto auuHyro nHpopmaIuio yepe3 oduienoctynusie Wi-Fi cetu. Paboras
B HHX, JKEJIATEJIbHO HE BBOJIUTH MAPOJIU AOCTYIIA, JJIOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yii u OOHOBISH aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
obe3omacuib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn k daitnam u
npuHtepam". JlaHHas (QyHKIUS 3aKpbITa 10 YMOJYAHHUIO, OJHAKO HEKOTOpbIE IOJIb30BaTENN
aKTUBUPYIOT €€ JUIsl y100CTBa HCII0JIb30BaHMs B paboTe uiu yueoe;

4. He ucnone3yit nyonuunsiii WI-FI muist nepeiaun TMuHBIX JaHHBIX, HAIPUMEp AJIs BBIX0/1a
B COL[MAJIbHBIE CETH WU B 3JIEKTPOHHYIO 110UTY;

5. Ucnonb3yii Tosibko 3amuiennoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-anpeca BBoau UMeHHO "https://";

6. B MoOunsHOM Tenedone otkimoun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatnuecku".
He nomyckaif aBToMaTH4eCcKOro MoAKI0YeHUs ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cormnacusi.

CoumanbHble ceTu

CornuanbHbIe CETH aKTUBHO BXOJAT B HAITy JKU3Hb, MHOTHE JIOAW PAOOTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3aperucTpupoBaH MIIIHAPA YEIOBEK, YTO SBISIETCS OJHOU
CebMON BCEX KHUTENeH IMIaHeThl. MHOTHE TONb30BaTENd HE MOHUMAIOT, YTO HHGopMaIus,
pa3MeIeHHass UMH B COIMATBHBIX CETSIX, MOXKET OBITh HaWieHA M HUCIIOJIh30BaHa KEM YTOIHO, B
TOM YHUCJIE€ HE 0053aTeNbHO ¢ OJIaTUMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIIHAIBHBIX CETIX:

1. Orpanuub cucok apy3ei. Y 1e0s B Ipy3bsiX HE JOKHO OBITh CIIy4alHBIX M HE3HAKOMBIX
b1 {001 (7 K

2. 3amuinaii cBO0 4acTHYIO *U3Hb. He yka3wiBaii mapomnu, TenedoHbl, afipeca, aTy TBOETO
POXKIIEHUS U APYTYIO JTUYHYIO HHGOPMAIHIO. 3TOYMBIIUICHHHKA MOTYT HCIOJIB30BaTh J1aXKe
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAHUKYJIBI,



3. 3amumiaii CBOIO PeIyTaIyio - IEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMPOC: XOTeN ObI ThI,
YTOOBI JPyrue MOJb30BATEIM BUACIH, YTO THI 3arpyxaemb? [logymaii, mpexae 4eM dYTo-TO
OITyOJINKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecriv TBI TOBOPHIIIH C JIFOJIbMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3Yl CBOE PEATbHOE UMS U
JIPYTYIO THYHYIO HHPOPMAIUH: UMSI, MECTO KUTEIIbCTBA, MECTO y4eObI U MpoUee;

5. U36eraii pasmemenus dotorpaduii B IHTepHETE, Iie Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOH MO>KHO OTPEAETUTh TBOE MECTOIIOI0KEHHUE;

6. IIpu peructpanuu B CONMATBHON CETH HEOOXOJMMO HCIIOIB30BATh CIIOKHBIC MapOJIH,
cocrosume U3 OyKB ¥ QP U C KOITUIECTBOM 3HAKOB HE MEHEe §;

7. JIns conuManbHOW CETH, MOYTHI U APYTHMX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naponu. Toraa ecnu Te0s1 B3JIOMAIOT, TO 3J0YMBIIUICHHUKU TOIYyYaT JTOCTYII TOJIBKO K OJHOMY
MECTY, a He BO BCE Cpa3sy.

ONeKTPOHHbIEe AEeHbIU

DJNEeKTPOHHBIE JEHbIM - 3TO OYEeHb YIOOHBIA cHocoO IuUlaTeXed, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JEHBIU IOABWINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOIO0 BO MHOIHMX
rocyapcTBax J10 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM GYHKIIMOHUPYIOT U O HUX YK€ IPOINHUCAHO B 3aKOHE, I/I€ UX Pa3/AeisIoT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MpOBOAUTH omnepauuu 0e3 HAeHTH(QUKALMU [0Jb30BaTels, a B
HEaHOHMMHBIX MIEHTH()UKALNS T0TH30BATEIS SBISIETCS 0053aTEIbHOM.

Taxke cienyer pasnuyarh 3JEKTPOHHbIE (HUAaTHBIE NEHBIM (PaBHBI T'OCYAApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHOBHbIE COBETHI 10 0€3011aCHOM paboTe ¢ 3IEKTPOHHBIMU JICHbIaMHU:

1. IlpuBsbku K cyeTy MOOWJIBHBIN TenedoH. DTO camblii yJOOHBIM M OBICTPBIN CIIOCOO
BOCCTAHOBUTh JOCTYN K cyery. llpuBsizanHblli TenedoH momoxer, ecnu 3adynenib CBOU
MJIATEKHBIN MMapOJIb WU 3aieIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopaszoBele naponu. [locne nepexosia Ha yCHIIEHHYIO aBTOpHU3aIUIO TeOe
y’Ke He Oy/IeT yrpoKaTh OMaCHOCTb KPa)XH WJIM TiepexBaTa MJIaTeKHOT0 MapoJis;

3. BeiOepu cnoxHblit naposs. [IpectynHukam OyeT He MPOCTO yraaaTh CIO0XKHBIM MapoJb.
Hanexxnble maponu - 3TO mapoiu, KOTOpbIE COAEepKaT HE MEHee § 3HAKOB U BKIIIOYAIOT B cels
CTPOYHBIE U MPONHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JjoJu1apa, pyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE I0OBEPSICILIb.

AneKTpoHHasA no4Ta

DnEeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M MPEJOCTABISEMBIE €10 YCIYTU II0 MEPECBUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOLICHHM, KOTOpBIE paclpeAessiioTcs B KOMIIBIOTEPHOH CETH.
OO6b19HO AJIEKTPOHHBIN IIOYTOBBIA  SIMMK  BBITJISAUT CJIEIYIOLIUM oOpazom:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Tepefaud TMpOCTOro TEKCTa, HMeeTCs
BO3MOKHOCTb IlepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANMEKTPOHHON TOYTOM:

1. Hamo BBIOpaTh mMpaBMIIbHBIM MOYTOBBIA cepBUC. B MHTEpHETE €cTh OrpOMHBINA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JIOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBHIN B
pEUTHUHTE;

2. He yka3piBail B JMYHOM MouTe JM4YHYI0 HHpopMmanuio. Hampumep, nmydme BbIOpaTh
"My3bIKanbHbIN _(aHaT@" uan "pok2013" BMecTo "Temal3";

3. Mcnionp3yii ABYXATAMHYIO aBTOPU3AIMI0. DTO KOTJ1a TOMUMO MApOJIsi HY’KHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;



4. BoiOepu cioxHBIA Taponb. IS KaKIOro IMOYTOBOTO SIHUKA JOMKEH OBITh CBOM
HaJIC’)KHbI, YCTOMYUBBIN K B3JIOMY MTApOJIb;

5. Ecimm ecTh BO3MOXKHOCTB HAlMCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, HCIIOIB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A 4acTHOM HEpEenucKu C
azpecaTamMM, KOTOPBIM Tbl JOBEps€LIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONIb30BaTh IIPU
peructpanuu Ha Gpopymax u caiTax;

7. He oTkpbIBail (aiisiel U Apyrue BIOKEHHs B MUCbMaX, AaXKe €CIM OHH MPUILIN OT TBOUX
npys3eit. Jlydine yTouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiiibr;

8. [locne okoHYaHUs pabOTHI HAa IOYTOBOM CEPBHCE MEPE]] 3aKPhITUEM BKIJIAJIKU C CAiTOM HE
3a0ynp HaxaTh Ha "Beriitu".

Kn6epOoynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOymnuar - npecieoBaHue COOOLMICHUSIMH, COJIEPKAIUMEI OCKOPOJICHHUS, arpeccHro,
3allyrMBaHMe; XyJIMTaHCTBO; COLMANbHOE OOMKOTHPOBAHHE C MOMOLIBIO PA3IUYHBIX WHTEPHET-
CEpPBHUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlyuammmii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMY MOXHO OOpaTuThCsi, TO BHayaje YCHOKOUTbCS. Eciu Tbl HayHellb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJILKO €1ie OOJIbINEe Pa30XiKellb KOH(IUKT;

2. Ympasinii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTh B ceTh MHHMMasg. CyIIECTBYIOT CIOCOOBI BBIICHUTh, KTO CTOMUT 3a
QHOHUMHBIM AKKayHTOM;

4. He crouT BeCcTH XyIMIraHCKUN 00pa3 BUPTyaJIbHOM kU3HU. IHTEpHET QuKCHUpyeT BCe TBOU
JeMCTBUS M COXpaHsAET UX. Y JauTh UX OyIeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHUuHBIA HeratuB. OJHOPA30Bble OCKOPOUTEIbHBIE COOOLICHUS JIyyllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4YalbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHSMH, B COIMATIBHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOIICHHI C ONPECIICHHBIX a/IPECOB;

8. Ecmm 1Bl cBugerens kubOepOyumHra. TBow JeHCTBHS: BBICTYNUTH INPOTHUB
IpecieioBaTells, MOKa3aTh €My, YTO €ro JEHCTBHS OIIEHUBAIOTCS HETaTHBHO, IMOAIEPKATh
KEPTBY, KOTOPOI HY’Ha IICUXOJIOrHYECKasi HOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
MIOBEJICHHS B CETH.

MoGunbHbIN TenedhoH

CoBpemenHble cMapT(HOHBI U MJIAHILIETHI CoAepKaT B ce0e BIIOJIHE B3POCIbIN (DYHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUpOBaTh CO CTAallMOHApHBIMM KOMIbrOTEpaMH. OJHAKO, CPEICTB
3aIUTHI 1715 TOJOOHBIX YCTPOMCTB MTOKA OYEHb Maso. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i [1K, To jkxe camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKEHHUH.

CoBpemeHHbIE MOOMJIbHBIE Opay3epbl y:K€ MPAaKTHYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKIMOHala Bie€YeT 3a Co0OW OOJNBIIYIO CIO0XHOCTb M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENIM BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Huyero He siBnsiercst mo-HactosimieMy OecruiaTHbIM. Byns octopoxeH, Beab korja TeOe
npejuiaratoT 6eCIuIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

Hymaii, mpexae yem oTnpaBuTh SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HACIIb, TJIe OHU OyIyT
B KOHEYHOM uTOTre?



Heo6x0a1Mo 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBHPYCHBIE TPOrPaMMBbI 17151 MOOUIIBHBIX TENIE(OHOB;

He 3arpyxaii mpuiaoXeHHs OT HEM3BECTHOTO MCTOYHHKA, BEIb OHH MOTYT COJEpPXAaTb
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeYeHUE;

[Tocne Toro kak THI BBIAACIIH C CaiiTa, IZle BBOIWI JHYHYIO HWH(GOpPMANMIO, 3alH B
HaCTPOUKH Opay3epa U ynaiau cookies;

[lepuonnyecku npoBepsii, KaKue IIaTHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOl HOMEp MOOUJIBHOIO TejaeOHa TOJIBKO JIIOJAM, KOTOPBIX Thl 3HAEUIb U KOMY
JIOBEpSICIIIb;

Bluetooth nomkeH ObITh BBIKIIOYEH, KOTAA Thl UM He mosb3yelibes. He 3a0biBail nHOrIa
IPOBEPSATH 3TO.

Online urpsbl

CoBpeMeHHbIE OHJIAHH-UTPBl - 3TO KpPAacOUYHbIE, 3aXBaTbIBAIOLUE pa3BJICUYCHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK MO BceMy MHpy. UIpoku ucciaenyroT AaHHBIA UM MUD,
00LIat0TCs IPYT € APYTOM, BBIIOJHSIOT 3aJJaHHsl, CPAYKAIOTCS C MOHCTPAaMU U MOJIY4alOT OMBIT. 3a
yJIOBOJICTBHE OHM IUIATST: MOKYMAIOT JUCK, OIUIAUYMBAIOT AOOHEMEHT WM NMPUOOpEeTaroT Kakue-
TO OILIHH.

Bce atu cpeacTa uayT Ha ojiepKaHue U pa3BUTUE UTPBI, a TAKXKE HAa caMy 0€30I1aCHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMBbI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIC MaTuu (IHQPOBBIE 3aILUIaTKU
JUI IPOTPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B no100HBIX UIpax CTOUT onacaTrbcs HE CTOJIbKO CBOMX CONEPHUKOB, CKOJIBKO KPa)kl TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJILIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Eciiu apyroit urpok BezeT cedsi MI0X0 WU Co3aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEJEHUE ITOIO UTPOKa, XKEIATEIBHO
MIPUJIOKUTB KAKHE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeounanbHbIE TATYU U MOBL;

6. Mcnonp3yii ClI0’KHBIE U pa3Hble apoJiy;

7. Jaxe BO BpeMs WIpbl HE CTOMUT OTKJIKOYaTh aHTHBHpyc. [loka Thl urpaems, TBON
KOMITBKOTEP MOTYT 3apa3uTh.

PULIKHT UnNu KpaXxa JINYHbIX AaHHbIX

OOBIUHOM Kpaskel JIeHeT ¥ JOKYMEHTOB CETOJIHS YK€ HUKOTO He YIUBHUIIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJOTHH 3JOYMBIIIJICHHUKH TE€PEMECTHIIUCh B HMHTEPHET, M IPOJOHKAIOT
3aHUMAaTbCA "ITFOOUMBIM" JI€JIOM.

Tak mosiBUJIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHI, TJIaBHAs IIETb
KOTOPOTO COCTOUT B TONYYCHHH KOH(HICHIMAIbHBIX TAHHBIX IIOJB30BaTeNeil - JIOTHHOB H
naposieii. Ha anrnuiickom si3pike phishing unraercs xak ¢ummnr (ot fishing - peiOHas o,
password - mapois).

OcHOBHBIE COBETHI 10 O0pHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mojj03peBaelib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
CKopee;

2. Ucnonw3yii 6e3onacHple BeO-CalThl, B TOM YHCJE, UHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;



3. Ucnonw3yii cioxHble W pasHble maponu. Takum oOpa3zom, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B370MaNK, TO HEOOXOIUMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIC
no0aBJeHbl Y TeOsI B IPY3bsiX, O TOM, YTO TeOs B3JIOMAaId U, BO3MOXKHO, OT TBOETO UMEHHU OyieT
pacchlIaThCs CIaM M CChUIKM Ha (PUITMHTOBBIE CATHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOuIbHEIH TenedoH;

6. OTKITI0YM cOXpaHEHHE Mapos B Opaysepe;

7. He otkpbiBail (haiiiibl U Jpyrue BIOKEHUS B MHCbMaX, 1a)Ke €CIIM OHH MPUIILUIH OT TBOUX
npys3eit. Jlydine yTo4HH y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiiibl.

LUundposas penytaums

udposas penyramust - 3TO HETaTHUBHAs WM MO3WUTHBHAs WH(pOpMAIMs B ceTH O Telbe.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEU peasibHOM xu3HU. "LludpoBas penyranusa" - 3T0 TBOW UMHIK, KOTOPBIH
dbopmupyetcs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE TOJIOKEHNE, OCOOCHHOCTH XapaKkTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJapoCTKH JIETKOMBICIEHHO OTHOCATCA K IYOJMKAlMM JIMYHOM MH(pOpManuu B
WuTepHeTe, He OHMMas BO3MOXHBIX IOcieACTBUH. Thl AaXke He CMOXKeElb J0raaTbCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 et Ha3aj, cTaja MPUIUHONW OTKa3a MPUHATH TeOs Ha PaboTy.

KommenTtapuu, pazmenienue TBoux (¢ororpaduii u Apyrue AeHCTBUS MOTYT HE UCUE3HYTh
JIa’Ke TI0CJIe TOTO, KaK ThI X YAaJIHIIb. Thl HEe 3HAEIIb, KTO COXPAHWII 3Ty HH(POPMAIINIO, TIoTaa
JM OHAa B IOMCKOBBIE CHCTEMbl M COXPaHWIACh JHM OHA, a TJaBHOE: YTO MOAYMalT o Tebe
OKpY’KalolIue JIOAHU, KOTOPblE HAAyT U yBUAAT 3T0. Haiitm mHOpManmio MHOTO JIeT CIycTs
CMOXeET JIF0OOH - KaK U3 JOOPBIX MOOYKACHUH, TaK U C HAMEPEHUEM TPUUUHUTD Bpe. ITO MOXKET
OBITH KTO YTOJTHO.

OcHOBHBIE COBETHI MO 3aIuTe HU(PPOBOI penyTauuu:

1. Ilonymaii, mpexxae yeM uTO-TO MYOJMKOBaTh U IepenaBaTh y cebs B Ojore wiu B
COIIMAILHOM CETH;

2. B HacTpoiikax mpoduis ycTaHOBU OTpaHUYEHHUs HAa MPOCMOTP TBOETO MPOPUIIS U €ro
COJIEP’)KUMOT0, CIIENal €ro TOJIbKO "Il Ipy3en';

3. He pa3mMemaii u He yka3biBait HH(OPMAIUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOISATH WIH
00MXaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM LU(POBOTO MmpocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTe/UIEKTyalbHass COOCTBEHHOCTh" OTHOCUTCS K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YyCIAyrd, W 3aKaHyuBas KHUTramu, Qororpagusmu, KUHOQUIBMAMHU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HA MPOM3BEIECHUS
HayKH, JIMTEPATYPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUHU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyneT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPYy/a, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3penieHns aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACTIPOCTPAHSATH,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCTIOJIHATB, I0KA3bIBATH/UCIIOIHATh B 3(pUpe Ui pazmewiaTts B IHTepHeTe.



Hcnonb3oBanue "MUpaTcKoro" MporpaMMHOTO OOECTIEYEHUs MOXKET NMPUBECTH K MHOTHUM
pHCKaM: OT MOTEpPH [aHHBIX K TBOMM AaKKayHTaM [0 OJIOKMPOBKM TBOErO YCTPOMCTBa, Ile
yCTaHOBJICHA HeJlerabHas mporpamma. He cTouT Taxke 3a0bIBaTh, 4TO CYILECTBYIOT JIETAIbHbIC
U OecrulaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTHU B CETH.

O nopTane

CeteBHU4OK.pQ - TBOM IIIaBHBIN COBETYUK B CETH. 371€Ch ThI MOKEILb Y3HATH O O€30MaCHOCTH
B CETH NOHATHBIM M JIOCTYIHBIM SI3BIKOM, @ MpPHU BO3HUKHOBCHMM KPUTHYECKOW CHUTyalluu
00paTUTHCS 3a COBETOM. A TaKkKe NPUHSATH ydacTHE B KOHKypcaxX M CTaThb CaMbIM LU(PPOBHIM
rpaxaaHuHOM !

[Ipunoxenne N 3
NAMATKA ONs POAUTENENA OB UHOOPMALIMOHHOW EE30OMNACHOCTU OETEN

Ompenenenue TepMmuHa "MHGOPMAIMOHHAsT OE30MaCHOCTh JeTel" COIEpKHUTCS B
®denepansaoMm 3akoHe N 436-D3 "O 3amure nerei or mHGOpMAIUU, MPUYUHSIOMICH Bpe UX
3I0pOBbI0 U Pa3BUTHUIO", PETYIHUPYIOIIMM OTHOIICHUS, CBA3aHHbIE C 3allUTOM JeTeil oT
uH(pOpMalU, TPUYUHSIIONICH Bpe UX 30POBBIO U (1K) pa3BuTHiO. COrIacHO TaHHOMY 3aKOHY
"uH(popmMannoHHasi O€30IacHOCTh JeTeil" - 3TO COCTOSHME 3alllMUIEHHOCTH, NPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NMpUYMHEHHEM HH(OpMAaIMed Bpena MX 3J0pOBBbIO0 U (HJIIN)
buznyecKoMy, ICUXUYECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbroro 3akona N 436-O3 undopmarueit, npuuuHsIONIEH Bpea 310pOBbIO U
(unm) pa3BUTHIO JI€TEH, SIBIISETCS:

1. uHpopManus, 3anpelieHHas Ui paCIpoCTpaHEeHUs Cpein JAeTe;

2. uH@opMaIus, pacHpoCTpaHEHWE KOTOPOH OrpaHUYEHO Cpeau JIeTell ONpeAeseHHBIX
BO3PAaCTHBIX KaTeropuil.

3. K undopmariin, 3anpemieHHoN JUisi paclipoOCTPaHEeHUsI CPEU ACTeH, OTHOCUTCS:

4. uadopmarus, noOyxaaromias AeTeil K COBepIICHHUIO JeHCTBUH, IPeACTaBISIOIUX YIPO3y
WX )KM3HU U (WJIK) 3I0pPOBbIO, B T.4. IPUUMHEHHUIO BPEAa CBOEMY 3/I0POBBIO, CAMOYOUNCTBY;

5. CcHocoOHOCTh BBI3BATH y JeTel jKeJaHWe YNOTpeOUTh HApKOTHYECKHE CpPEICTBa,
MICUXOTPONHBIE W (WJIM) OJypMaHMUBAIONIWE BEIISCTBA, TaOayHbIC W3/IETHUs, AJKOTOJBHYIO W
CIUPTOCOJEPIKAILYIO IPOAYKLINIO, TMBO Y HAIIUTKHU, N3TOTABJINBAEMBIE HA €0 OCHOBE; NPUHSATH
ydyacTM€ B  a3apTHBIX UIpax, 3aHUMATbCSl MNPOCTUTYLUEH, OpOJSIKHUYECTBOM — HIIU
MONPOIIAHHUYECTBOM;

6. 000CHOBBIBaIOIIAS WJIM OINpPaBAbIBAIONIAS JOMYCTUMOCTh HAaCHIUS U (MIJIH) HKECTOKOCTH
1100 TMoOyXJaromas OCYIIECTBIATh HACHIbCTBEHHBIE JMCTBUS MO OTHOUICHUIO K JIOASM U
KUBOTHBIM;

7. oTpHIaoNIas ceMelHble IEHHOCTH U (JOpMHpYIOLIasi HEYBaKEHUE K POJUTEISAM U (UITH)
JIPYTUM YJIEHaM CEMbH;

8. onpaBbIBarOIasl IPOTUBOIPABHOE MIOBECHUE;

9. coneprkalias HelLIEH3ypHYIO OpaHb;

10. coneprkaias HHPOPMALIUIO TOPHOTPaPHUUECKOr0 XapaKTepa.

K undopmanuu, pacrnpocTpaHeHre KOTOpPOM OTpaHHYEHO Cpelu JEeTe OMNpeesIeHHOTO
BO3pacTa, OTHOCUTCSL:



1. undopmanus, mperncraBiasieMas B BUAEC H300pPKEHUS WM OMUCAHHS KECTOKOCTH,
bu3ndeckoro u (WiM) MCUXUYECKOTO HACHIINS, MPECTYIUICHUS WM WHOTO aHTHOOIIECTBEHHOTO
JIehCTBHS,

2. BbI3BIBAIONIAs y JAETEW CTpax, y»Kac WM MaHUKy, B T.4. MpeAcTaBisieMas B BUJE
n300paKeHUsl WJIM ONHCAaHWs B  YHIKAIOIIEH  4YeJoBEYeCKOe JJOCTOMHCTBO  (opme
HEHACHJIbCTBEHHOI cMepTH, 3a00jeBaHUs, caMOYOHIICTBa, HECUACTHOTO Ciydas, aBaphuHu WIIHU
KaTacTpo(dbl U (MIIM) UX TOCIEICTBHIH;

3. mpencraBisgeMas B BUAC HM300pa)KeHHs] WM OMHCAHUS IOJOBBIX OTHOUICHHHM MEXIy
MY>KYAHOHU U KEHIIMHOW;

4. coneprkaiasi OpaHHbIE CIIOBA U BBIPRXKEHUS, HE OTHOCSIIKECS K HELEH3YpHOI OpaHH.

C yueroMm sToro Bam mpennaratorcst mpaBuiia paboTsl B ceTH MHTEpHET Ui pa3inuyHbIX
BO3PACTHBIX KaTEropuid, COOJIOJEHHE KOTOPBIX IO3BOJUT 00ecnedYuTh HH(POPMALMOHHYIO
0€30MacHOCTb BalllUX JIETEH.

O6wme npaBuna ansa poauTenewn

1. HesaBucumo oT Bo3pacta peOEHKa HCIONB3YHTE NpPOTPaMMHOE obOecreueHue,
noMoraroniee GUIbTPOBaTh U KOHTPOJIUPOBATh MH(OPMALIHIO, HO HE MoJIaraiiTech MOJHOCThIO HA
Hero. Baiie BHUMaHue K peOeHKY - IVIaBHbIN METOJ 3aIlUTHI.

2. Ecnu Bai peGeHOK MMeeT akKayHT Ha OJJHOM U3 coLualbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATEIbHO U3YUUTE, KaKyt0 HH()OPMAIMIO TOMEMIAIOT €ro
YYaCTHUKHU B CBOMX Mpoduisx u Oyorax, Bkiodas Gotorpaduu u BUIEO.

3. [IpoBepbTe, ¢ KAKMMHU JIPYTUMHU CaiiTaMu CBsI3aH COIMANIBHBIN cepBuc Bamero pedenka.
Crpannuku Bamero peGeHka MoryT ObITh 0€30HaCHBIMH, HO MOTYT U COJEpXkaThb CCBbUIKM Ha
HE)KeNlaTeJIbHbIE M OllacHble CalThl (HampuMep, MOPHOCANT, WM CallT, Ha KOTOPOM Jpyr
YIIOMHHAET HOMep coToBoro tenedona Bamero pedbenka win Bam nqomamnuii agpec)

4. Toompsiiite Bamux gereit cooOmate 000 BCeM CTPAaHHOM WM OTTAJIKHBAIOIIEM U HE
CJIIMIIKOM OCTPO pearupyiTe, Korja OHHM 3TO JeNaroT (M3-3a OMaceHHsl MOTepSATh IOCTYI K
WuTepHeTy AeTH He TOBOPAT POAUTENSIM O MpoliieMax, a TakKe MOTYyT HadaTh MCIOJIb30BaTh
WHTepHeT BHE I0Ma U ILIKOJIbI).

5. bynpte B Kypce cereBoi xku3Hu Bamiero peGenka. MHTepecyiitech, KTO UX JIpYy3bs B
WHTEpHET Tak ke, KaKk HHTEPECYETECH PEAIbHBIMU JIPY3bsIMHU.

Bo3spacTt ot 7 no 8 ner

B UntepHere peGeHOK cTapaeTcs MOCETUTh T€ WM MHBbIE CalThl, a BO3MOXKHO M 4YaThl,
pa3pelIeHre Ha MOCEIIEHUE KOTOPhIX OH HE MOoJydml Obl oT poxauteneil. Iloatomy poauresnsm
0COOEHHO TOJIe3Hbl OyAyT TE€ OT4YeThl, KOTOpble MPEJOCTaBIAIOTCA MporpaMMaMu IO
OTpaHUYEHUIO HCTIONb30BaHusI IHTepHeTa, T.e. POIuTeNnbCKil KOHTPOJIb WU TO, YTO BBl CMOKETE
YBHJIETh BO BpeMeHHbIX (ailnax. B pesynbrate, y peObeHka He OyJeT OLIYIIEHUs, YTO 33 HUM
BEJIETCSI MTOCTOSIHHBIM KOHTPOJIb, OJIHAKO, POJUTENN OYyAYyT MO-TIPEKHEMY 3HATh, KaKhe CallThl
noceiaer ux pedeHok. JleTn B JaHHOM BO3pacTe O0aJaroT CHJIBHBIM YYBCTBOM CEMbH, OHU
JIOBEpUYMBBl MU HE COMHEBAlOTCA B aBTopuTeTax. OHHU JIOOST UrpaThb B CETEBBIE WIPbl U
IyTeNIeCTBOBATh 0 MIHTEpHETY, UCIIOJIB3YS 2JEKTPOHHYIO ITOYTY, 3aXOAUTh HA CaliThl U YaThl, HE
PEKOMEHI0BaHHBIE POJUTEIISIMHU.

Cosetsl 0 Oe30macHOCTH B ceT HTepHeT s neteit 7 - 8 et

1. Cozpaiite cIMCOK JOMAIIHMX MpPaBWI moceuieHus MHTepHeTra mpu ydyacTuu JeTed U
TpeOyHTEe ero BBHITOTHEHUSI.

2. TpeOyiite ot Bamero pebGeHka COONIOACHUS BpPEMEHHBIX HOPM HAXOXKIEHUS 3a
koMrbtoTepoM. [lokaxkure pebenky, uro Bbel HaOmomaere 3a HUM HEe MOTOMY 4TO Bam 3TO
XO0UeTCs, a MOTOMY 4TO BBl OecriokonTech 0 €ro 0€30MacHOCTH M BCET/Ia TOTOBBI €My MTOMOYb.



3. Kommbrotep ¢ noakiodeHreM Kk MHTepHETY MOJKEH HAaXOAUTHCS B 00IIel KOMHATE MO
MPUCMOTPOM POJUTEINECH.

4. Vicnonp3yiTe crieldagbHbIE IETCKUE TOMCKOBBIC MAIIIUHBI.

5. Wcnonp3yiite cpeacTBa OJOKUPOBAHUS HEXKENATSILHOIO KOHTEHTA KakK JOTOJHEHUE K
cTaHJapTHOMY PoHUTEIbCKOMY KOHTPOJIIO.

6. CozmaiiTe CeMEWHBIH DSJICKTPOHHBIN SAIMMK, YTOOBI HE TO3BOJUTH JIETAM HWMETh
COOCTBEHHBIE aJipeca.

7. BrnokupyiTe AOCTYn K caliTaM C OECIUIATHBIMH IOYTOBBIMH SIIUKAMH C TTOMOIIBIO
COOTBETCTBYIOIIIETO MPOTPAMMHOTO 00ECTICUeHUSI.

8. Ilpmyuute nereli coBeToBaThCsd ¢ Bamu miepen omyOJMKOBaHMEM KaKOW-THOO
uH(pOPMAIIUU CPECTBAMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (popM 1 mipodueii.

9. HayuuTte nereii He 3arpysxarthb (ailyipl, IpOrpaMMbl UM MY3bIKY 0€3 BaIllero COrjiacusl.

10. He paspemaiite AeTsM UCIIONB30BaTh CIYKObI MTHOBEHHOTO OOMEHA COOOIICHUSIMHU.

11. B "GenbIii" crMCOK CATOB, pa3pelIEHHBIX /IS MMOCEIICHUS, BHOCUTE TOJIBKO CANTHI C
XOpOUIEH peryTanuen.

12. He 3a0bIBaiiTe 6eceoBaTh ¢ 1eThbMH 00 UX JIpy3bsix B IHTepHETE, Kak eciu Obl peyb I1ia
0 IPY3bsSIX B PEATIbHOMW KU3HU.

13. He penaiite "Taly" M3 BOIPOCOB MOJIOBOW JKU3HHU, TaK Kak B MIHTepHETe NETH MOTYT
JIETKO HATKHYTbCSI Ha OPHOTpa(uIo WK CalThl "I1s1 B3pOCIbIX .

14. IIpuyunte Barero pebenka coo01arTh BaM 0 JIF0OBIX YIp03axX WM TPEBOTaxX, CBSI3aHHBIX
¢ Unrepuerom. OcraBaiiTech CIOKOWHBIMU U HAIOMHHUTE JETSM, YTO OHH B 0€30MaCHOCTH, €CITU
caMHU paccKa3aJld BaM O CBOMX TpeBorax. [loxBanmure WX M MOCOBETYHTE MOJOMTH elle pa3 B
NOJOOHBIX CITyJasiX.

BospacT geteun ot 9 oo 12 ner

B AJaHHOM BO3pacTC ACTH, KaK IIPaBHJIO, Y>KC HACJIbIOIAHBI O TOM, KaKas HHq)OpMaHHﬂ
CYHICCTBYCT B I/IHTepHeTC. COBepIJ_IeHHO HOPMAJIbHO, YTO OHU XOTAT 3TO YBUIACTH, IMPOYCCTh,
YCIbIIATD. HpI/I 9TOM HYKHO ITIOMHUTB, YTO AOCTYII K HEXKECIATCIIbHBIM MaTCpraiaM MOXXHO JICTKO
38.6J'IOKI/IpOBaTB IIpU NMMOMOIIH CPCACTB PO,I[I/ITCJ'ILCKOFO KOHTPOJIA.

CoBeTbl 0 0€30IaCHOCTH JIJIs AeTel oT 9 go 12 ner

1. Co3maiiTe CUCOK JOMAIHUX TPaBWI TOcemeHus MHTepHeT mpu ydyactuu AeTed u
TpeOyiiTe ero BHIOTHEHUS.

2. Tpebyiite ot Bamero peberka co0it0iIeHUsI HOPM HAaXO0KIEHUS 32 KOMIIBIOTEPOM.

3. HabGmronmaiite 3a peOeHKOM mpu paboTe 3a KOMIIBIOTEPOM, MOKAXHUTE €My, 4TO BbI
OECIIOKOUTECH O €r0 0€30MaCHOCTH U BCETia TOTOBBI OKa3aTh €My IMTOMOIIIb.

4. KomnpioTep ¢ MOAKIIOYeHHEM B MIHTepHET JOKEeH HAaXOAUThCSA B O0IIel KOMHATe MO/
IIPUCMOTPOM POJUTENEH.

5. Hcnonw3yiite cpeacTBa OJIOKHMPOBAHUS HEXKENATEIHHOTO KOHTEHTa KakK JOIMOJIHEHUE K
cTaHJIapTHOMY POoAHTEIbCKOMY KOHTPOJTIO.

6. He 3a0pIBaiiTe MpUHUMATh HETIOCPEICTBEHHOE yUaCTHE B KU3HU peOeHKa, OeceoBaTh C
JIeThMH 00 UX Jpy3bsiX B IHTepHETE.

7. HactauBaiite, 4TOOBI J€TH HUKOT/Ia HE COTJIANIAMCEH Ha IMYHBIC BCTPEUH C IPY3bSIMH 110
WHTepHerTy.

8. IMo3BonsiiTe AeTAM 3aX0JUTh TOJIBKO Ha CalThI U3 "Oemoro" crnucka, KOTOPBIH co3aaiiTe
BMECTE C HUMH.

9. IlpuyunTe neTeil HUKOTIa HE BBIIABATh TNYHYIO HHPOPMAIUIO CPEACTBAMHU IIIEKTPOHHOMN
MOYTHI, YaTOB, CHCTEM MTHOBEHHOT'O OOMEHa COOOIICHHUSIMH, PETUCTPANMOHHBIX (DOPM, JIMIHBIX
npoduneil u mpu perucTpalnnu Ha KOHKypcel B UHTepHeTe.



10. Ilpuyunte nereit He 3arpyxarthb nporpammsl 0e3 Bamero paspemenus. OObsiCHUTE UM,
YTO OHU MOTYT CIIY4YailHO 3arpy3uTh BUPYCHl WM JPYroe HEXKeNaTeIbHOE MpOorpaMMHOE
obecrieueHue.

11. Co3paiite Bamemy peOGeHKY OrpaHHYEHHYI) YYETHYIO 3allMCh i1 pabOThl Ha
KOMITBIOTEPE.

12. IIpuyunte Bamero pebenka cooOuath BaM 0 JIFOOBIX YIpo3ax UM TPEBOrax, CBI3aHHBIX
¢ Marepuerom. HamomuuTe neTsim, 910 OHU B 0€30MIACHOCTH, €CITU CaMHU PacCKa3alid BaM O CBOHMX
TpeBOrax M OIMaceHUsIX.

13. Pacckaxure aetsim o nopaorpaduu B MHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JIETH MPEAOCTABIISLIA BaM JIOCTYIT K CBOCH 3JIEKTPOHHOM
1ouTe, YTOOBI BBl YOSAMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMITAMH.

15. O0bscHUTE AETAM, UTO HEJb3s UCIIOJIb30BATh CETh AJISl XYJIUTaHCTBA, PACIPOCTPaHEHUS
CIUJIETEH WJIH YTPO3.

Bo3spacTt geten ot 13 oo 17 net

B sToM BO3pacTe MOApPOCTKM AKTMBHO HCIOJB3YIOT IOMCKOBBIE MAlIMHBI, MOJIb3YHOTCS
3JIEKTPOHHON TMOYTOM, CIy’)k0aMH MTHOBEHHOTO OOMEHa COOOIIEHUSMH, CKauMBAIOT MY3BIKY U
¢unbMbl. ManburkaM B 3TOM Bo3pacTe 0O0JIbLIE [T0 HPaBy CMETaTh BCE OIPaHUYECHMUS], OHU JKaXKAYT
rpy0oro xoMopa, a3apTHBIX U, KAPTHUHOK "1J1s1 B3poCibIX". J[eBOUKU MpeAnounTaoT 001aThCs B
yaTax, IpU 3TOM OHHU Topa3fo 0ojiee UyBCTBUTENIbHBI K CEKCYalbHBIM JOMOIAaTElIbCTBAM B
HNuTepHere.

3auacTyi0 B JIaHHOM BO3pacTe POJUTENSIM YK€ BECbMa CJIOXHO KOHTPOJIMPOBATH CBOUX
nerel, Tak kak 00 MHTepHeTe OHM yXe 3HAIOT 3HaYMTEIbHO OoJjblle CBOMX poauteneil. Tem He
MeHee, He OTIycKaiite nereil B "cBoOonmnoe ruraBanue" mo WutepHery. CrapaiiTech akKTHBHO
y4acTBOBaTh B 001IeHUH pebeHka B VIHTepHeTe.

Baxxno no-npexxHemMy ctporo coOnroaarh npasuia HTepHeT-0€30MacHOCTH - COTJIallIeHHE
MEXIy poAMTENsIMU U JeTbMU. Kpome Toro, HeoOXOAMMO Kak MOYKHO 4Halle MpOocMaTpUBaTh
OTYeTHl O AesTenbHOCTH AeTtel B HTepHete. CregyeT oOpaTuTh BHUMaHHE HA HEOOXOAMMOCTh
COJIEp)KaHUsl POAMTEIBCKUX Iapojiedl (maposied aAMMHHCTPAaTOpPOB) B CTPOTOM CEKPETE U
0o0paTUTh BHUMAaHHE HA CTPOTOCTh ITUX MapOsIeH.

CoBeTbl 10 0€30MaCHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3paiite cCIMCOK TOMAIIHUX IpaBui nocemieHuss MHTepHeTa npu y4yacTUu MOJAPOCTKOB
u TpeOyiiTe 06e3yCIIOBHOTO €ro BhIMOJHEHUsA. OOroBopute ¢ peOEHKOM CHHCOK 3alpelleHHbIX
caiitoB ("uepHbIii criucok"), yacel paboThl B IHTEpHETE, pyKOBOJICTBO 1O 001IeHUI0 B IHTepHeTe
(B TOM umcIe B yaTax).

2. KoMmbroTep ¢ moAkiIroueHrneM K ceTH MIHTepHeT Mo KeH HaXOIUThCs B 00IIel KOMHATE.

3. He 3a0mpiBaiiTe 6ece1oBaTh ¢ 1eThbMU 00 UX Apy3bsix B IHTEepHETE, O TOM, UEM OHU 3aHSTHI
TakuM 00pa3zoMm, OyITO pedb HUIET O APY3bSX B pealbHOUN ku3HH. CrpammBaiiTe o IIOIAX, C
KOTOPBIMU JIETH OOIIAIOTCSI TMTOCPEICTBOM CITY)KO MTHOBEHHOTO OOMEHa COOOIICHUSMHU, YTOOBI
yOEIUTHCS, YTO ITH JIFOJIA UM 3HAKOMBI.

4. Ucnonp3yiTe cpeacTBa OJIOKMPOBAHHS HEKETATEIHHOTO KOHTEHTA KaK JIOTOJTHEHHE K
CTaHJapTHOMY POAMTENbCKOMY KOHTPOJIIO.

5. Heobxogumo 3HaTh, KakMMH 4YaTaMd Toiab3yroTcss Bammu geru. [loompsiite
MCIOJIb30BaHNE MOJEPUPYEMBIX YaTOB M HACTaUBalTe, YTOOBI AETH HE OOIIATHCH B IPUBATHOM
pEeKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI I€TH HUKOT/Ia HE BCTPEUAIHCH JIMYHO C APY3bSIMU U3 CETU
Nurtepner.

7. Ilpuyunte neTeil He BBIAABATh CBOKO JIMYHYIO MH(POPMAIUIO CPEICTBAMU IIIEKTPOHHOMN
MOYTHI, YaTOB, CUCTEM MTHOBEHHOIO0 0OMEHa COOOUICHUSIMH, PETUCTPALMOHHBIX (HOPM, JTUUHBIX
npoduiiel 1 Mpy perucTpauuy Ha KOHKYpCsl B IHTepHeTe.



8. Ilpuyunrte nereil He 3arpyaTh nporpammsl 6e3 Bamiero paspemienus. OObsICHUTE UM,
YTO OHM MOTYT CIIY4aliHO 3arpy3uTh BUPYCHl WJIH JPYroe HEKENAaTEIbHOE NPOrpaMMHOE
o0ecreucHue.

9. IIpuyunte Bamero pebeHka cood1aTh BaM 0 JIHOObIX Yrpo3ax WM TPEBOIrax, CBSI3aHHbBIX
¢ MuaTepuerom. Harmomuaute neTsm, 4To OHU B 0€3011aCHOCTH, €CIIM CAaMH PAacCKa3alld BaM, O CBOMX
yrposax uiau tpeorax. [ToxBanure Ux ¥ MOCOBETYIHTE NOJONUTH elle pa3 B MOAOOHBIX ClIydasX.

10. Pacckaxkute netsim o nopHorpaduu B MaTepuere. [loMmorute uM 3alIUuTUTHCS OT CHIaMa.
HayuuTe noxpocTkoB He BblIaBaTh B MIHTEpHETE CBOEro peajabHOrO 3JEKTPOHHOTO ajpeca, He
0TBEYATh Ha HEXeJaTeIbHbIE MMIChMa U UCTIOIb30BaTh CIICUAILHBIC TIOYTOBBIC (PHIIBTPHI.

11. IIpuyunTe cebs 3HAKOMHUTBCS C CalTaMH, KOTOPBIE MOCEIIAIOT MOAPOCTKH.

12. Hayuure neteii yBaxarb Ipyrux B MHTEpHETE. Y O€AUTECh, YTO OHU 3HAIOT O TOM, YTO
IIPaBHJIa XOPOLIETO MOBEACHUS IEUCTBYIOT BE3JEC - JaK€ B BUPTYAIbHOM MUDE.

13. OOBsicHUTE IETAM, YTO HU B KOEM CIIy4ae HEJb3s UCIOIb30BaTh CETh JUIsl XyJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WX Yrpo3 APYTUM JTIOISAM.

14. O6cyaute ¢ MOAPOCTKAMU MPOOIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIN PHCK.
HanomHure, 4T0 1€TH HE MOTYT UI'PATh B 3TH UI'PHI COIVIACHO 3aKOHY.

[loctosiHHO KOHTpOJMpyWTEe ucnoib3oBaHue HWHTepHera Bammm pedbenkom! D10 He
HapylIeHUE €ro JIMYHOIO IPOCTPAHCTBA, a MEpa IPEJOCTOPOXKHOCTU M IposiBiIeHHE Bamei
POIUTENBCKOM OTBETCTBEHHOCTH U 3a00THI.



